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LEVERAGING HIPAA TO SUPPORT CONSUMER EMPOWERMENT 

By Stephen L. Priest, Peter Niedzwiecki, Vincent Pivnicny, Barbara Ruffino

Many authorities have identified consumer empowerment as one of the near term drivers of the healthcare industry.  The reasons for this are many.  Healthcare has become fragmented under managed care.  Consumers now feel more responsible for their individual healthcare if for no other reason than that they are more mobile and as a result change providers more often.  Healthcare is more expensive than ever and consumers are faced with paying for a larger share of the total cost.  Finally, the most compelling reason is that they want to make informed choices about their health.  Consumers are demanding more say in their personal and financial well-being.

These demands are being debated today as part of consumer efforts to force Congress to pass a meaningful “patient’s rights” bill.  Speaking on behalf of the patient bill of rights, former HCFA Administrator Bruce Vladeck, said,  "The trend toward consumerism is based on the premise that patients not only have the right, but a responsibility, to help determine their own care. So, if we're going to be serious about empowering consumers to be more active participants in decisions about their health care -- decisions ranging from what plan to enroll in, to whether or not to have surgery, to which surgeon should perform it -- they're going to need some help."

Numerous studies have shown that when consumers get involved in their own healthcare and maintenance, they do so at a much lower cost.  When given informed options for treatments, consumers frequently pick the low cost choice.  Consumers want to make decisions about health care choices that match their individual life style.  A couch potato may very well choose services that return him or her to the TV, where an outdoor person may want a choice of treatments that will return him or her to the ability to continue the five mile daily run or canoe challenge.  

So where does the Health Insurance Portability and Accountability Act (HIPAA) come into this movement towards empowering health care consumers?  

Congress enacted HIPAA in 1996 to improve the access to heath insurance for millions of consumers who found themselves unable to obtain health insurance once they had a “pre-existing condition”.  That is, once they suffered an illness or injury that the health insurance industry felt was too large a risk (too expensive) to cover them.  Employees found that if they tried to change jobs, the new insurer demanded excessive waiting times before they would be covered or they refused to cover the “pre-existing” condition for a period of time.  If the condition was chronic and required continued treatment it meant the employee had to stay in their job.  It was called “job lock” and the Department of Health and Human Services estimated to Congress that more than 7 million people found themselves in this situation.  As part of the compromise to require the insurance industry to reduce the “pre-existing” condition requirements, Congress included in the legislation a mandate for Administrative Simplification of the health care industry.  The Administrative Simplification requirements directed the Department of Health and Human Services to work with existing industry groups to develop uniform national standards for the administration and electronic transmission of all health care information.  The goal of this portion of the Act was to encourage the health care industry to adopt electronic records and other automated systems to reduce the heavy burden of administrative costs related to the primarily manual and paper systems used by the health care industry.  To protect patient’s, the Act also mandated tough new standards to ensure the security and privacy of any health information that is maintained or transmitted electronically.

If you look at the legislative history of the health care industry you have to go back to 1965 with the passage of the Medicare Act to find a bill that was enacted for the benefit of consumers. Between 1965 and 1996 Congress enacted bills to change the way Medicare is billed (Diagnosis Related Groups-DRG’s), new insurance plan arrangements (ERISA) and numerous other delivery or payment system changes.  Not until 1996, with the passage of the HIPAA legislation, was health care legislation focused on consumer’s issues and concerns.

HIPAA has a number of requirements that will directly benefit consumers and which, if managed by the industry appropriately, will expand consumer access to the information they need to better manage their health care.  

By recognizing HIPAA as part of a consumer driven movement, healthcare providers and organizations can incorporate the themes of consumer empowerment implicit in its requirements into their strategic planning process.  As part of their efforts to meet the requirements of HIPAA, these providers can create consumer incentives and options for their changing healthcare market.

Strategic Planning for HIPAA

The strategic planning process must go beyond merely addressing the requirements put forth by HIPAA.  By analyzing information technology initiatives intended to deal with HIPAA as strategic initiatives, and secondarily, as compliance issues, an organization can leverage these requirements to the institution’s competitive advantage.  The most important question in the HIPAA planning process should be "Is this what consumers and patients would want?"  When decisions and priorities are made with the consumer's interest in mind, then organizations will benefit the community’s they serve.

We see the process flowing in the following manner:

HIPAA will require a number of information technology planning initiatives to deal with the specifics of the HIPAA requirements.  Many may not appear to impact consumers directly, such as ensuring and documenting that terminated employees have their access rights revoked from the system.  Other initiatives will have a clear impact on consumers such as ensuring the access to their medical record, the opportunity to review it, and the right to amend the information within it (with some restrictions).

Reading and applying the HIPAA regulations through the lens of the empowered consumer might encourage more creative approaches to accessing medical records.  The information might be made available electronically using the enabling technology of the Internet and by extending its vision, the institution might enable the consumer to access his/her record from anywhere in the world.  A consumer-focused approach might allow patients to incorporate medical records from multiple sources such as one or more hospitals, primary care provider, and specialists.  Ultimately organizations might come to espouse the leading edge of the e-health revolution where the consumer will come to control his own medical record.
  

The cycle comes back through the Strategic Plan.  The empowered approach may generate further demand and new opportunities for the institution to pursue.  The market is filled with examples and new programs to inform the consumer, new methods to connect with the consumer, and new opportunities to serve.

Integrating Consumer Needs with HIPAA

As an organization seeks strategic opportunities, it is essential to consider the needs and expectations of consumers.  The evolution in information technology and consumerism has dramatically restructured the way healthcare providers can distinguish themselves.  As this strategic vision is developed and refined through an environmental assessment and a consumer survey, the resulting strategic initiatives will end up empowering consumers with technology based services.  The innovative HIPAA compliant organization will be in a position to identify and meet consumer's demands to participate actively in managing their care.  IT based initiatives, if properly planned and executed, can impact and empower consumers in ways that will improve and refine their ability to articulate their wants and expectations.

Table 1 Integrating Strategic Consumer Needs with HIPAA
	Consumer

Interests


	HIPAA 

Requirement


	Strategic 

Response


	Consumer 

Benefits



	Easy, uncomplicated access to their health records
	Consumer shall have access to review and correct their medical record.
	Consumer advocates on HIPAA planning committees
	Ensures consumer has a shared responsibility with their provider

	Real-time access to clinicians
	User authentication in place.  
	Secure identification.  Physicians encouraged to use e-mail; e-mail standards  
	Easier access to physician.  Reduce delays, less patient anxiety.

	Confidence that Medical Record is private
	Rules regarding confidentiality of records
	Require and ensure that all access, update, views of records is controlled and monitored.  
	Consumer can be honest and forthcoming in their record

	Education
	None specified
	Consumer Empowerment Have physician offices and web sites promote consumer empowerment with signs, links and brochures.
	More information and participation in their health maintenance, treatment and diagnosis

	Customer service: On-line scheduling
	Standard transaction sets
	Link with other providers (including competitors)
	Minimal waiting, and convenience to consumer


HIPAA as a consumer mandate

Providers should approach HIPAA as both a legislative mandate and as an enabler of the next healthcare paradigm.  Providers must comply with the HIPAA mandates for EDI code sets for unique identifiers and consistent coding, administrative simplification, and privacy and confidentiality protocols.  

This brings with it tremendous potential for improved efficiency and cost savings to the consumer, and to the entire healthcare system.  Pharmacies have already recognized these EDI savings in their on-line systems.  In most pharmacies as soon as a patient receives a prescription, it is billed on-line the insurer and in many cases the bill is settled before the patient gets home with the medicine.

In healthcare, consumer empowerment includes the consumer's desire and right to directly and personally maintain and control his/her personal health information, and to do so with confidence of security and privacy.  The administrative simplification, security and privacy requirements of HIPAA can empower American consumer's significant ways.  Not only does HIPAA mandate reducing the many rules and regulations regarding accessing the consumer's personal healthcare information (discussed earlier) but HIPAA's EDI standards will integrate these many sources of information ("data buckets") through a unique identifier for every person in the health care system, and common codes such as for diagnosis, and treatment.

Restrictions continue to impede the healthcare market from moving toward real consumer empowerment.   Consumer management of their health record has been a difficult and complex process. For most individuals their complete health record is segmented in disparate and non-integrated systems.  For example, if the consumer in their lifetime has seen n providers, then their health record most probably exists in at least n unrelated systems.  The HIPAA EDI mandate begins to address this issue by creating and enforcing standards for transmitting electronically held medical information.  Although the individual identifier offers the ability for a consumer to download their own health data to their own computer site, the reality of being able to do this is a little further down the road. 

Facilitating health provider to consumer communication 

The recent growth of the Internet as a consumer communications medium is one of the remarkable events of the late twentieth century.  This new media has penetrated the consumer psyche and established itself as a new paradigm at a rate far surpassing other new technology from telephones to television.  Within this burst of demand one of the fastest growing areas is the demand for health related information.  According to a recent study, The Future of e-Health (Cyber Dialogue Health Practice), the consumer demand for overall online healthcare content is growing at twice the rate of the overall online population.  "Visionary healthcare organizations will participate in networks that include patients/members and infomediaries. Participants will routinely exchange transactions, which will establish eligibility, approve referrals, adjudicate claims, and reference and update personal health records owned by patients - all in real time",
 (emphasis added).

Software vendors and providers recognize this demand and are reacting to meet it.  Software vendors are beginning to offer web-based consumer and physician applications (such as CVS.com, Athenahealth.com, Medicalogic, Healinx, WebMD, MedSeek, Medivation).  A recent initiative in this area is from Care Standard, a subsidiary of the Care Science, Inc., which is certifying healthcare vendor's information technology products for Internet readiness by analyzing six major categories including Consumer Empowerment.  

One example of a provider reacting to a consumer driven market is the Mayo Clinic's series of Internet based ventures as seen in its web page, Mayo.edu, which offers basic patient care services to its own patients. Based upon the demands of its patients and reacting to its current and potential consumers, Mayo created Mayo Clinic Health Oasis, its health and wellness site.  It continues to expand and now plans to open an educational health portal on the web later this year.

Below are but a few examples of potential healthcare paradigm shifts to encourage partnership between consumer and provider.  They suggest the consumer play a vital role in the maintenance, treatment and diagnosis of their healthcare.  The innovative healthcare provider will satisfy the following consumer empowerment requirements while meeting HIPAA compliance:

· Patient generated on-line medical histories available to providers given patient authorization and logging of access and screens viewed

· Document patient encounters both in the office and on-line

· Email use and documentation

· Chats and documentation

· Audio and video features such as through NetMeeting and Dialpad

· Prescription lists and side effects

· Prescriptions refills

· Relevant access to medical information to understand and make informed decisions for diagnosis, treatment and diseases - customized specifically for the signed-on patient-consumer

· Personalized web page

· Memory jogger upon sign-on for next appointment, shots, etc.

· Payment authorization linked to third-party payors

· Consults

· Appointments and referrals real-time

· Current topics of interest customized for signed-on consumer-patient (diagnosis, medications, treatments, exercises, etc.)

· Patient education material

· Timely information to primary care provider (PCP) when patient sees a consultant

· Consumer empowerment to "push" to physicians the current articles on research, drugs, treatment, and diagnosis

The consumer perspective says, "Hey, I know myself and my physical being better than anybody.  I want to maintain a chronological history of my physical activities, health status, and keep my own record of health-related interventions.  I certainly respect my healthcare providers for their expertise and knowledge, but I want them to respect my knowledge and interest in my healthcare -and to know it is an investment in me!" 

Other Industries

HIPAA takes its impetus from an underlying demand and movement by healthcare consumers to take personal control of their healthcare.  Consumer empowerment in all markets has experienced a technologically driven momentum boost in recent years with the growth of the Internet and its continuum of technologies.  This same Zeitgeist of consumer empowerment echoes in other areas of the economy.  

Consumer empowerment as a driver for HIPAA is analogous to the market changes and legislative reaction in financial services.  For example, online availability of financial information and direct access and control of each consumer's accounts has rapidly changed a formerly staid and static industry.  The consumer demands 24x7 access to and retrieval of their own personal financial data in a reliable and secure setting.  The consumer is able to direct the movement of this personal asset from place to place without barriers.  The consumer demands privacy and security in all of these settings.  And as in the world of financial services, the consumer will seek those providers who best meet these demands and shun those who do not. 

Based on the numerous federal and state legislative efforts on Internet security there is no consensus among providers right now as to how we should protect information on the Internet.  The Gramm-Leach-Bliley Act passed by Congress in 1999 enacted strong privacy protection for American consumer's financial information.  This act specifies when and under what circumstances a financial institution can release a consumer's financial information.  Furthermore, it gives the consumer the option to 'opt out' and to specify that none of his information may be shared.  HIPAA may extend many of these requirements to healthcare.  Certainly, the field of biometrics offers the technology to build trust based upon security and to ensure that; "you really are who you say you are."

The banking industry empowers the consumer to move money, and view their accounts.  It provides the consumer with notification of special promotions, and lets them pay my own bills - when they want to pay them.  The investment industry provides an endless range of data, available 24 hours a day, for the consumer to decide which stocks to buy and which stocks to sell.  This is all available for even the small investor, allowing them to play with the "big money" and attempt to purchase initial public offerings. (IPOs).  
Both nationally and internationally, governments and corporations are reacting to privacy requirements.  The strong privacy and security provisions of the European Union, which became effective in 1998, are forcing all companies that wish to enter that market to comply with their privacy rules.  The Data Protection Directive includes a provision (Article 25) requiring EU members "to provide that personal data be transferred only to third countries providing adequate protection".

Now the consumer is using technology to become more healthcare empowered.  "If I have a web browser and can book a trip anywhere in the world, why can't I book an appointment with my healthcare provider?"  "If I have a web browser and I can see my bank account and trade stocks, why can't I access, update and control my health record?"
Next Steps

Physician office software should offer consumers (and their providers) synchronization, update and comparison between what is in the primary care provider's record, and, what is in their consumer health record.  Technology today can synchronize PDA schedules with desktop schedules, telephone directories, and other personal organizer functions.  It can be done between consumer and provider health databases.  HIPAA does not directly mandate a standard medical record, but surely, its intent is to satisfy the need of continuity of care through a medical record, whether "virtual" or logical.

Patient-generated and maintained online health histories can save provider time during office visits and add to information already contained in the provider kept record.  This happens when clinicians deal with an informed and prepared consumer-patient.  Web-based health histories provide 24-hour access to records and communication.  This is not a new concept.  However, it needs promoting to consumers, hospitals, physician offices, and home care providers.  

The empowered consumer presumes that their data is by nature private, and that it is immediately accessible to any provider that needs access to it.  Moreover, they presume to maintain ultimate control over this data.  The consumer expects his or her provider to have immediate access to their most recent health information and any relevant past health history protected by appropriate security, authentication and authorization.  The consumers will also want to be able to see who is looking at this data.  We need to have providers realize consumers are an essential part of the healthcare diagnosis, treatment and maintenance process.  Only through the consumer empowerment interpretation of HIPAA can this happen.

In the opinion of these authors, HIPAA is mandating these requirements.  We just need to listen to the consumer who initiated the legislation.
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